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Module 1

Lesson 1:Making content 

relevant to the audience
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Relevance & 

Credibility

Pre-assessment Question

 

 

Before we take our first step in looking at incorporating experiential learning into your training 
content, I’m first going to ask you a question: “what makes YOU pay attention to something?”. 
 
Not an easy question to answer in words – it’s more like a feeling that the subject matter has 
some relevance to you (perhaps because it’s helpful or beneficial).  Closely related to this is 
familiarity and relevance of context – the message relates to part of your environment, 
somewhere you live or work, for instance.  What might also grab your attention is not just the 
message, it’s the messenger. It may be someone you respect and recognise or an authority 
figure.  This is the concept of credible messages from credible people and it’s used extensively 
by the advertising industry (using Olympians to endorse health products for instance).  An 
Olympian, because their achievements become credible messengers. If you are the type of 
person that values fitness (maybe you are in training for a specific type of sport) their message 
is also relevant to you. 
 
So basically, the answer to the question is relevance & credibility 
 
This is the subject of this first module – building abridge of relevance between you and your 
audience 
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Lesson 1: Learning Objectives

Content that is:

• Relevant

• Attention worthy

• Focussed on the 

educational needs of 

the audience

 

 

The learning objectives for this lesson are focussed on creating content that builds a bridge of 
relevance for your programme participants: in this lesson I will cover approaches that are 
designed to  engage your audience by making your programme content appear relevant, 
attention worthy and focused on the education needs of the audience 
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1. Be familiar

2. Be credible 

3. Be human

4. Be memorable

5. Be relevant

 

 

There are 5 basic steps involved in building a bridge of relevance:  
 
• The content looks like it belongs to our organisation – it follows the same style as all other 

corporate communications 
• Introductory messages, come from credible authority figures (who, again, will be familiar and 

instantly recognisable to participants) 
• Be human – show that there are real people behind the security education programme 
• Be memorable short messages and logos – to brand and reinforce the security education 

programme 
• Be relevant – remember we’re trying to build threat recognition capability for end –user – 

make sure your content is focussed on the threats that we would expect  users toencounter.  
Standards and highly technical case studies might be interesting to you but your colleagues 
may not share the same passion for the subject matter. Always keep the needs of the 
audience and the end in mind. 
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Be familiar

Language

Logos

Fonts

 

 

We like things that are familiar and fit into our accepted order of things, when things are 
presented in formats that familiar to us, we feel comfortable with them because we recognise 
them and are spared the mental effort of fitting the unfamiliar to our existing paradigms. So 
the first step in incorporating experiential techniques into your existing content is to make 
them look like they belong in your organisation and have been developed by your 
organisation.  It’s important that that the format and style of your content conforms to the 
accepted norms and standards within your organisation. Things like language, terminology 
and corporate logos and stylisation come together to send a message to the participant that 
“this stuff was developed here” and is authentic to your organisation. Even more importantly, 
familiarity ensures that there is no subliminal resistance from the part of the participant as 
they unconsciously struggle to accept content delivered in an unfamiliar format. 
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Be Credible
“There are many ways by which criminals and 

other unethical organisations attempt to 
compromise our systems.  We have a team of 
people dedicated to protecting our 
information assets from these attacks – but 
we all need to play our part.  So we have 
developed this programme that will help you 
protect us – and yourselves –against these
criminals.  Cyber Security Programme

 

 

In the introduction to this module we mentioned the principle of “credible messages from 
credible people” A good example is where advertisers of health products use athletes as 
spokesperson for their products.  Athletes are generally considered as paradigms of healthy 
living and Olympians in particular, because of their success, make highly credible 
ambassadors for health products.  The objective  here is to incorporate this principle in our 
security educationprogramme  
 
The first step is get a senior management figure to say a few words at the very beginning of 
your training content.  The CEO is likely to be the most well known person in your 
organisation – everyone knows who the CEO of their organisation is.  They are an authority 
figure who is known to make big decisions and lead the company in a particular direction and 
in the majority of organisations they are instantly recognisable -  they are the credible person 
delivering the credible message. 
 
Spend some time making sure this part of your content creates impact by: 
- Providing the executive with a good script (like the one that’s just appeared above) 
- Use media which has the greatest impact. A photo of the CEO  with the message above 

in text is OK, but a video with voice over creates significantly more impact. It creates a 
personal touch because it seems that the CEO is talking directly to each participant and 
video with sound  “humanises” the delivery. 

 
So, using a video clip of your CEO delivering the introductory message for your course 
creates credibility – but it also sends out several other highly supportive messages: 
- It shows that CEO is onboard with the programme (after all, they took the time to make a 

video) and that the leader of the organisation is supporting the cyber security team’s 
efforts 
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another plank in your bridge of relevance 

 
 

Slide 8 

 

Be human

 

 

When things are faceless, they become difficult to engage with and easy to ignore because 
they don’t seem to be not one of us.  There is likely to be some mention within your existing 
content along the lines of “the InfoSec team are here to help”.  But just WHO is here to help.  
Try looking at this from the perspective of a participant: they may well be using some browser 
based, predominantly text based, content or listening to a lecturer they have never met 
before. It can be difficult to imagine that there are real people manning the InfoSec function 
and having a working relationship with them. So, introduce them with a short introduction into 
what they do (but do keep it short!). Show some photos or video clips so that they can 
introduced as people. This approach personalises the introduction from the InfoSec team and 
again sends out a positive message that they have bothered to make the effort to reach out 
to their colleagues. 
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Be memorable

Verify before you trust Be careful what you click

 

 

Logos and straplines help you create thematic reminders of key concepts of your security 
education programme. They you summarise what your programme is about in a few words 
that can easily be committed to memory. The logo helps to create a visual cue for the 
strapline so that even if we can’t recall the exact words, the meaning remains self evident. 
 
I have included some examples of strap lines and associated logos above. Let’s look at them 
in a little more detail.  First the words and the logo complement one another: The image 
reflects a visualisation of an activity mentioned in the the content of a security education 
programme and serves as visual reminder of the message.  Getting this right is really 
important in giving your security education programme an easily recognisable identity that 
everyone can identify with.  Seeing it serves as a reminder of the principles within the cyber 
security programme and aids memory recall. But even more important is it’s role going 
forward to support the more advanced aspects which we’ll be covering in module 2 when 
look into reinforcement techniques 
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Be relevant

Phishing
Phishing is the attempt to obtain sensitive information or to install malicious 
software on computers by impersonating a trustworthy entity in an electronic 
communication such as email or even sms messages

Viruses / Malware / Ransomware: These are all kinds of malicious  software which 
can be introduced into our IT environment from external sources. Some are designed 
to disrupt and cause inconvenience, some to steal personal information while others 
are designed to “hijack” our information for payment.

Reports
emails, 
employee information…..

Data Leakage: this occurs when confidential information is disclosed from our organisation and finds it’s way
into the public domain or, worse, into the hands of malicious users.

Social Engineering: 
A type of confidence trick for 
gathering information to help 
commit fraud or gather personal 
information

Cyber threats surround us in our daily life 24 hours a day, 365 days per year: Those most likely to affect you are:

 

 

And finally, to conclude this initial lesson, keep your content relevant to the audience – the 
end-users in your organisation.  People become cyber security specialists because they are 
interested in it.  But just bear in mind that your passion for the subject may not be shared by 
your colleagues. So standards, the latest products, best practice and emerging regulations 
etc. though interesting to you, may be quite so exciting to your colleagues in wider 
organisation.  Remember, what the overarching objective of security education is – to 
develop threat recognition capabilities for everyone throughout your organisation.  So, for 
instance, your colleagues don’t necessarily need to know what an advanced persistent threat 
is or, indeed, what it does to make itself persistent. What they do need to know is how to 
recognise a threat when it manifests itself during their day to day activities and what they 
should do about it.  Keeping content relevant keeps your audience on board – it also sends 
out an important message that you have bothered to think about their needs. 
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Post assessment question 

1. Be familiar

2. Be credible 

3. Be  human

4. Be memorable

5. Be relevant

 

 

Before we go to the end of lesson recap - can you recall three of the five pillars of the bridge 
of relevance? 
 
Ok let’s move on to the recap of this leasson 
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1. Be familiar

2. Be credible 

3. Be  human

4. Be memorable

5. Be relevant

 

 

In this module we took the first steps to incorporate experiential learning techniques into your 
existing cyber security awareness training content. 
 
We covered some basic approaches to create an initial bridge of relevance for your colleagues 
to bring them on board such as familiarity of style, credible messages from credible people, 
making the Infosec team recognisable and accessible, creating logos and strap lines to develop 
memory hooks and making content relevant to the audience. 
 
You’re now ready to continue your journey!! Module 2 is next and deals with the concept of 
visualisation compared to text and spoken and how it improves the learning experience 
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Lesson 2: Using Visualisations
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Pre-assessment Question

1. What things really stick in your mind, things you have read or

were told or something you actually saw

 

 

Before we start, a quick question in what context do you learn most: when you are being told 
what happens or when you see what happens. 
 
I would be amazed if your answer was anything other than “When I see what happens”. Seeing 
things with our own eyes creates a more intense learning experience. It’s the next best thing to 
being there.   
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Lesson 2: Learning Objectives

Apply visualisations to enhance knowledge retention

 

 

In this module we are going to look at visualisations with view to using them to deliver a 
superior learning experience for our colleagues. We’ll learn ways in which we can apply 
visualisations so that users can see with their own eyes what happens when types of cyber 
threat manifest themselves and how it might impact them.   
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Your Company Login screen

Why visualising beats telling

 

 

An audio-visual experience conveys information and knowledge far more effectively than 
lecturing augmented with bullet points (reading bullet points alone is even worse). When 
someone is lecturing us or we are reading text, much of our mental energy is taken up with 
processing the words and characters into visual representation, so that in our mind’s eye we 
can create our visualisation of what we are being told.  We’re trying to ride two horses at the 
same time and, as we are trying to visualise the spoken or written word, our concentration is 
divided – so we have gaps between what we have managed to visualise and what we missed 
when we trying to process words & sounds.. 
 
A visualisation enables us to demonstrate the topic that we are trying to communicate Let’s 
look at an example 
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Your Company Login screen

Why visualising beats telling

Controlled building demolition

• Safe demolition of large structures

• Requires knowledge of construction & explosives 

expertise

• Explosives are placed at the base of the structure to 

create a perpendicular implosion

 

 

I’m now going to show the difference between telling and showing via a visualisation 
 
I’m going to give you a short lecture on the above topic of controlled building demolition 
 
Demolition, or razing, is the science and engineering of safely and efficiently tearing down of 
buildings and other man-made structures. It is a highly specialised job which required a 
detailed understanding of construction and the use of explosives to undermine the building 
and make it fall in a perfect perpendicular to minimise impact on the immediate surroundings. 
When a controlled building demolition takes place, explosives are placed at the base of the 
building and when detonated a large cloud of dust rises from the base and the building 
seems undergo a perpendicular implosion, disappearing into a dust cloud 
 
Ok – that’s one way of doing it – now let’s take a look at the same information delivered by 
visualisation 
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Why visualising beats telling

Tearing down 

buildings in densely 

built up areas requires 

great skills and 

knowledge in both 

construction and 

explosives.

Just the right amount 

of explosives are 

placed at the base of 

the building to create a 

perpendicular 

implosion
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Your Company Login screen

Why visualising beats telling

 

 

 
Can you see the difference? The same information delivered differently. In the visualisation 
example we gave the viewer some information to read, then we reinforced with it a highly 
visual example, which allowed them to experience the situation we described. The pacing, 
(we first delivered text, then a demonstration) ) also helps by not overwhelming the user with 
too many streams of media carrying information 
 
Seeing what happens or seeing what we are required to do conveys knowledge and 
information faster and more effectively than text or lectures.  The pictures and actions are 
more easily remembered because we are not trying to translate non-visual information into 
visual form.  We can do the same thing to demonstrate information security threats and risks 
as the next few slides will show.  We’re going to concentrate on two threats that are relevant 
to end-users: malware and phishing (and, as infosec professionals we know that the two are 
intrinsically linked – phishing being the preferred attack vector for delivering a malware 
payload) .  I’ll show youhow a malware attack can be visualised and how we can create an 
animated walkthrough of a simple phishing email. 
 
By the way, the voice over for the next few slides will change context. To assist with your 
learning experience I’ll be speaking as if the content is being delivered to an end-user 
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Email – the Phishers paradise!

Lets 

try 

this..

Lets 

try 

this..

Lets 

try 

this..

Lets 

try 

this..

 

 

It’s a sad fact that business people, like you, are the hackers preferred way of getting into our 
systems to cause trouble and disruption.  They are constantly looking for new ways to trip 
you up and trick you into clicking links or attachments in emails that will install malicious 
software on your computer equipment.  They send out, quite literally, millions of emails, 
knowing that just one click can open the door to them.   
 
All they need to do is catch you unaware for just a few seconds. And when they do – the 
impact can be disastrous.   
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Yahoo Alert!!! <clay.norris@comcast.net>YW

Account expired

Your email will be closed at 31/03/2018

This message is being sent to you expire on 01/04/2018

If you wish to continue using this account, please upgrade to our services. 

Ignoring this message will cause the account to be closed

Note: This upgrade is required immediately after receiving this message

Thank You

Yahoo Team!

Dear User,

Update Your Account

www.timeone.online

.tv
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We have your data

We have your data

We have your data

 

 

Hi – back to Cybrary mode now.  I hope you can see just what a vivid example this is 
compared with bullet points and a few images of some well publicised cyber-attacks.  In this 
example the user actually sees what happens when a piece of ransomware infects their PC.  
They see their screen disappearing and the ransom demand appearing on their screen – just 
as it would in the real world. 
 
Just a reminder on the subject of context and familiarity (a topic that we covered in module 1) 
: on the first part of this sequence you saw a PC with a fairly standard desktop. If you are 
going to use this approach, build up the image using a screenshot of YOUR standard 
desktop.  Remember the user experience needs to be relevant and seeing a bland, unfamiliar 
desktop get corrupted and taken over won’t have the same impact as using an image that 
looks exactly like the familiar company standard desktop that everyone is used to. 
 
Lets move on now and show how we can use this approach to create a walkthrough of red 
flags in phishing email and I’ll be speaking, for the most part, as if I’m delivering the content 
to an end user 

 
 

  

mailto:steve.dance@riskcentric.co.uk
http://www.riskcentric.co.uk/


Making it Stick – Module 1 Transcript 

 
steve.dance@riskcentric.co.uk  

www.riskcentric.co.uk  
 

Slide 12 

 

 

 

 

  

mailto:steve.dance@riskcentric.co.uk
http://www.riskcentric.co.uk/


Making it Stick – Module 1 Transcript 

 
steve.dance@riskcentric.co.uk  

www.riskcentric.co.uk  
 

Slide 13 

 

1. Who sent the email:

Are they who they claim to 

be?

Does the  domain name of the 

email address correspond to 

the senders name?

Do you know them?2. Who is it addressed to?

If they have your email 

address, why don’t they 

know your name? 3. Where does the link take 

you? (This can be a real “Red 

Flag”)

When hovering over the link 

address it goes to a 

completely different web site 

or is a misspelling of a very 

well known website

www.a-link-to-somewhere-dodgy.com/nab-your-credit-card-details
4. Poor grammar and 

spelling errors

5. Does the email threaten 

negative consequences for 

ignoring it?

There are

5

Big Warning signs that an email is potentially dangerous.   

They are……

Be careful what 

you click

 

 

This is a fairly simple email which shows the most common Red Flags that indicate that it’s a 
phishing email sent by a hacker with malicious intent. 
 
The first real giveaway is where there is a disparity between the display name of the sender 
and the actual email address. Emails displaying these characteristics should always be 
treated with suspicion. 
 
They have your email address; they say you have an account them – but they don’t use your 
name. This lack of personalisation is definitely suspicious 
 
Any links in an email that point to a domain other than the one the email came from are 
suspicious 
 
Bad grammar and spelling errors are also potential give-ways 
 
Threatening negative consequences for failure to respond should always arouse your 
suspicions 
 
OK I’m back to talking to you know.  As you can see rather than listing Red Flags, we have 
shown the user an example email and gradually revealed and described where the red flags 
are.   The pacing of this is quite important too. That’s why we don’t show all of the 
information at the same time.  First, we tell the user how many warning signs they should be 
looking for.  Next we introduce them one at a time providing both audio and text-based 
guidance in an animation sequence. 
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Again, remember the concept of familiarity and relevance: make the example look like an 
email as it would be seen in your organisation.  You might want to show it as it would appear 
when displayed in your own email client, for instance with a familiar layout and ribbon.   
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Further visualisations

 

 

Visualisations can be applied to many other cyber threats, including 
Safe Internet browsing – showing users how to recognise safe urls, for instance 
How data leakage happens 
Showing the process of applying security settings and patches to different devices 
Showing the steps of social engineering and spear phishing  
Using public wi-fi safely 
 
Always keep in view the principles of familiarity – make every example reflect the conventions, 
styles and standard layouts that you would expect to see on a day-today basis within your 
organisation  
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Post assessment question 

Visualisations help us learn more effectively because they …….

… provide a demonstration what we are teaching

 

 

Before we move on our summary – a quick question to complete this lesson.  Visualisations 
help us retain knowledge more effectively because they ……. 
 
Ok Comfortable with that? Let’s move on to the lesson summary 
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Summary

1. Visualisations to improve knowledge retention

2. Lesson 3 –applying experiential techniques to evaluate and improve 

knowledge retention & skills development

 

 

In this lesson we covered the concepts of visualisation and how this can significantly improve 
the learning experience.  We showed how visualisation approaches make it easier for 
participants to understand concepts by seeing them happen and helping them absorb 
information more naturally.   
 
 
In the next video, lesson 3 we are going to look at using experiential techniques that allow us to 
gain assurance that our colleagues are understanding what we are trying to teach them and can 
actually apply it.  In other words, we’re making sure that our efforts to build and improve our 
colleagues threat recognition capabilities are, in fact, working. You might be thinking “ah now 
he’s going to talk about testing and quizzes” well, you’d be half right – testing and quizzes are 
just one way of assessing understanding of a particular topic.  What I’ll be showing you is 
something a little more sophisticated than that – something that allows us to draw firm 
conclusions on our colleagues and our organisations threat recognition capability 
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Making it Stick

Designing security 

education for “always on” 

awareness

Starring: Steve Dance, MBCS
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Lesson 3: Coaching & 

Exercising
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Do you like being tested?

 

 

I guess you came back with a resounding “NO” to that one. Come on - no one liked being 
tested.  But we have to evaluate in some way to assess whether or not our security education 
programme is making a difference to the threat recognition capability within our organisation.  
That’s the issue we are going to address in this module – a different way of evaluating 
competence by coaching and feedback 
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Lesson 3: Learning objective

Creating an approach that develops knowledge & 

skills with simultaneous coaching and feedback.

 

 

In this lesson we are going to focus on the development of assessment approaches that build 
the confidence of participants and makes them feel less like they are being interrogated and 
more like they are being equipped to deal with the cyber threats they face on a daily basis.  To 
do this we are will being using approaches that depart from the accepted norms of testing such 
as multiple-choice questions or covert phishing simulations 
 
We’ll focus less on examining and more building the skills and confidence of our colleagues so 
that they feel that they are being supported and guided 
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WRONG!!–

you 

FAILED!!

Damn! that 

email really 

fooled me 

 

 

No-one deliberately develops tests that make people feel like those images shown here. But 
many approaches to testing do, creating negative feelings and disengagement from the 
security education programme   
 
How your colleagues experience training and development will have a major effect on their 
retention of the subject matter.  Many training courses make use of multiple-choice questions 
with a scoring system at the back-end.  Well that’s fine in terms of testing a colleague’s 
retention of pure facts – i.e. the know that.  But for cyber security training where we have that 
overarching objective of developing and improving our colleagues cyber threat recognition 
capabilities we need to help them acquire more than “know that” – we need to be building 
“know how”, and a multiple choice Q & A session just won’t deliver that level of skills 
development.  Some organisations use simulated phishing emails – but these exercises can 
create feelings of resentment towards the infosec function and disengagement with the 
security education programme.   
 
The best way to build your colleagues threat recognition capabilities is to apply Training 
techniques that build confidence and empower users to make informed decisions – this is an 
area where experiential learning techniques can be applied with great success and this part 
of the course will walk you through some examples, including a phishing test, of how you can 
use experiential learning techniques as an alternative to helping your colleagues build up 
their threat recognition capability. 
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Do you think you can catch a “Phish” 

now?

The next page shows a genuine phishing email. It contains 3 “Red Flags” –

can you find them?  Remember, the clues to a phishing email are:

➢ Sender Name / Email address domain

➢ Impersonal Greeting

➢ Inconsistent or obscure domain name in links

➢ Grammar

➢ Threats of negative consequences for not responding

Click the button at the foot of the page to start the test 

Coaching to develop capability

 

 

Our first step in the experiential learning process  is to provide a short recap for the user of 
the preceding material: as you can see here we are providing a recap to the user  of the 
phishing email walkthrough we covered in lesson two, when we looked at visualisations 
applied to phishing emails. Now, having had that visual demonstration we ask the user if they 
think they could now recognise a phishing email  
 
When they are ready, they can take the test.  But this test is different: they see phishing email 
and they have to click on the bits of the email that they think might be Red Flags.  This makes 
the test tactile, gives immediate feedback and the option, if they are not sure, to get some 
additional coaching immediately.  There’s no pass or fail, no “reward” of additional training, 
just support – all focussed on building the users confidence and recognition skills. They are 
learning by doing (which is the foundation of experiential learning, of course) with the addition 
of support and positive feedback.  What’s also going on here is that the user is developing 
real know how – they are encountering a phishing email in a simulated environment that’s 
designed to be supportive rather than adversarial.  
 
The next slide shows a screen recording of this approach 
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The screen recoding will start in few moments.  You’ll see an approach where a user is asked 
to apply what they have learned, receiving feedback and support in the process  
 
Hopefully you see from the screen recording how the user’s skills are being simultaneously 
coached and developed.  If you would like to try this out for yourself there’s a link at the end 
of this module that will take you to a browser-based version that you will be able to interact 
with yourself 
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Why does this work better?

 

 

The reason the approach shown here is because the user is being asked to retrieve AND apply 
what they have learned. It’s actually a more challenging test that being asked to check off the 
most common phishing red flags in a multiple choice question – because there’s no clues in the 
question. The user has to recall the principles AND then apply them tom a specific example.  
Because the test is harder it actually exercises the brain more vigorously and this actually 
results in embedding the knowledge further – it’s the same effect as physical exercise making 
your body stronger.  In this specific example by asking a user to apply their newly acquired 
knowledge the knowledge has been more deeply embedded. 
 
There’s also a bit a positive psychology going on too: did you notice that the user was never 
told they had failed?  They were congratulated when they spotted a red flag and if they were not 
confident that they had found them all, they could ask for help and were taken to a walkthrough 
of all of the red flags.  So rather than being subjected to a pass or fail test, they were coached 
through the process, creating an environment of support rather than one of critique.   
 
Although recognising phishing threats may appear to be the obvious candidate for this 
approach, it’s not the only area of security education where it can be applied……  
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This kind of coaching can be applied in other 

areas of end user cyber security too

Which of these urls would you trust?

Click the url(s) you think are safe.

Click the “show me” button for guidance

Show me

 

 

We can apply these techniques to create interactive experiential learning resources for other 
end user cyber threats for example, safe internet browsing, safe wi-fi use, security while 
travelling.  
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Post assessment Question

Why does experiential learning embed knowledge 

more effectively?

Retrieval & application
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Summary

 

 

The concludes lesson 3 where have looked at integrating experiential learning techniques into 
training and assessment activities.  We’ve discussed some of the shortcomings in some of the 
current methods of assessment and shown some alternative approaches in the form of 
exercises which coach users to develop threat recognition capabilities. If you would like to test 
drive the example shown for yourself (the phishing example ) there is a link to a browser based 
version in the next slide – this will give you the opportunity to see an interactive version in 
operation and experience it as a user would during a training course. 
 
The three sessions in this module have concentrated on integrating experiential learning 
techniques into the delivery of training and awareness content.  The next module moves on 
building on this foundation to develop a process of establishing and maintaining permanent 
cyber security competence and gives some guidance on capturing meaningful metrics to 
measure competence and threat recognition capability. 
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Test Drive

https://ispri.ng/72Vp8

 

 

I promised you a test drive of the phishing test example we showed earlier.  You’ll need to write 
down. Here it is – it will stay on the screen for another 15 seconds. 
 
Good luck 
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