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Module 2

Lesson 1:Understanding & 

reversing the forgetting curve

 

 

Lesson 1 Understanding and reversing the forgetting curve 
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Overview

• New knowledge evaporates quickly 

• Amplification & reinforcement

• Focussed on learning goals

 

 

Welcome to the first of the 4 lessons is module 2.  Module 1 dealt primarily with the delivery of 
content so that it appeared meaningful & relevant to participants and showed how experiential 
learning  approaches can be incorporated into education content delivery.  This module is 
addresses the challenge of maintaining our colleagues threat recognition levels and creating a 
management system that allows us to draw conclusions about the organisations threat 
recognition capabilities as a whole and looks at the question :What Happens After Training 
Ends? 
 
Once your colleagues have finished their training program, what's next? Often there is no active 
reinforcement taking place. The result? Most of the knowledge and skills taught during training 
are forgotten within the first weeks (or even days) after the training session 
 
So how do you prevent forgetting? A structured program is needed to amplify and continue 
education and skills acquisition after the eLearning course or live classroom training has ended. 
 
An effective reinforcement program should take your learning goals into consideration. What do 
you want your learners to start doing (or do more of) after training is finished? In this case we 
want them to be significantly more skilled at recognising threats and to know what action to take 
when they see.  

 
 

  

mailto:steve.dance@riskcentric.co.uk
http://www.riskcentric.co.uk/


Making it Stick Module 2 Transcript 

 
steve.dance@riskcentric.co.uk  

www.riskcentric.co.uk  

Slide 4 

 

Pre-assessment Question

Why do we forget things we have learned

Lack of practice

 

 

So, why do we forget things that we have learned.  If you thought of something along the lines 
of lack of practice – you would be correct.  If we don’t apply things we have learned – we forget 
them.  Facts can be difficult enough to recall, but something that’s skill based whether it 
required manual dexterity or the use of a mental process (such as the ability to recognise risk in 
a given situation) – our skill erodes rapidly if we don’t practice it frequently. This process has a 
name – it’s called the Forgetting Curve and it’s the main topic of this lesson 
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Lesson 1 Learning Objective

Understanding and reversing the forgetting 

process

Re-evaluate voice over

 

 

In this first lesson of module 2 we are going to first focus on a principle known as the forgetting 
curve where you will understand the circumstances that cause us to rapidly forget things we 
have been told and how we can reverse that process 
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The forgetting curve

 

 

The forgetting curve was developed by Hermann Ebbinghaus, German psychologist, and 
hypothesizes the decline of memory retention in time. This curve shows how information is 
lost over time when there is no attempt or opportunity to retain it.  
 
A typical graph of the forgetting curve shows that humans tend to halve their memory of 
newly learned knowledge in a matter of days or weeks unless they consciously review the 
material or are given the opportunity to employ it. 
 
 It’s a case of use it or lose it 
 
The relevance of this to cyber security threat recognition is that classroom based training or 
once a year on-line training courses have very limited effect in the longer term. Put in the 
context of an ever present & evolving threat, it’s no wonder our end-users are the most 
commonly compromised attack vector – because they don’t have sufficient opportunity to 
practice and build their skills.  
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When cyber security is not your day job

Budget 

meeting, 

appraisals, 

pick up kids

Security

education

Redo voice over

 

 

Your colleagues face real challenges in their day to day activities when it comes to 
maintaining their levels of cyber security awareness because they have dozens of other 
issues competing for their attention. Faced with threats that are ever present and evolving, 
without continuous support to assist with learning retention and advise of emerging threats, 
it’s no wonder that threat recognition capabilities both decline and fail to adapt over time. 
 
Our challenge is stop that decline happening and we can do that by applying the concept of 
reinforcement. Let’s take a few moments to run through how reinforcement  works and 
identify the different types of reinforcement that can be used 
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Reinforcement to reverse the forgetting curve
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The forgetting curve can be reversed by the use of reinforcers which are delivered as a series 
on short, ongoing micro-learning interventions  which provide opportunities to refresh and 
review key concepts and to build on existing knowledge in the light of new developments. 
 
The short, periodic reprise of a topic delivered using experiential learning techniques provide 
a short term boost which assists with knowledge retention by providing participants with the 
opportunity to use and practice their skills  
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How is reinforcement deployed

1. Micro learning reinforcement

1. Short refreshers

2. Ad hoc alerts & updates

2. Ambient Reinforcement

 

 

Basically there are two main categories of learning reinforcement that can be used as part of an 
education framework for cyber security awareness and threat recognition. 
 
Micro-learning reinforcers: these are either short, activity based refreshers of key concepts from 
the main training course material or they can be used to extend knowledge or increase levels of 
preparedness and vigilance for new types of threat. 
 
Ambient reinforcement is slightly different.  The purpose of these is to re-enforce key messages 
by encountering a familiar message in an unfamiliar context.  The objective is to deliver a 
message at an unexpected moment which adds an element of surprise which aids memory 
retention. 
 
Both approaches have their place in your cyber security awareness programme as we will see 
the next lesson where we will be looking at some specific examples of reinforcement for cyber 
security education 
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Post assessment Question

How do we reverse the forgetting curve

Regular reinforcers

 

 

Before we move on to the summary.  Having discussed the forgetting curve – how do we 
reverse it? 
 
By using regular reinforcement.  
 
OK Let’s move on to the summary 
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Summary

 

 

Let’s just recap the concepts we’ve run through in this lesson before we move on.  We first 
looked at the psychological concept of the forgetting curve, how and why it occurs and why we 
need a reinforcement framework to reverse it.  We then had a general overview of the different 
types of reinforcers (micro learning and ambient)reinforcers) 
 
Reinforcers involve more than cutting up your training materials into smaller pieces and pushing 
them out to your colleagues – they are designed remind and amplify  existing knowledge as well 
as extending them further 
 
 
Both timing and content contribute to creating lasting impact and facilitate knowledge and skills 
retention – by focussing on building on  newly acquired knowledge and developing skills from it 
So, reinforcement  starts where your traditional training sessions end. After training ends, your 
learners should not only  understand and remember what they just learned, but also be coached 
and encouraged to apply their new knowledge and skills. 
 
Now, Let’s go to the next lesson where we will look at some specific examples of 
reinforcements which can be applied to cyber security education 
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Module 2

Lesson 2: Reinforcement 

approaches for cyber security 

education
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Pre-assessment question

What are the most important risk areas we should focus 

on to maintain threat recognition levels in our 

organisation?

Phishing

Social engineering

Data Leaks 

 

 
Can you name a cyber risk we should focus on to maintain vigilance & threat recognition levels 
among your colleagues  
 
Phishing 
Social engineering 
 
These are areas where users are most likely to be targeted or caught unaware 
So in this lesson we are going to look at specific reinforcement techniques can be applied to 
security education related to these risks 
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Lesson 2: Learning Objectives
Applying reinforcement principles to your cyber security 

education programme to reverse the forgetting curve

 

 

The objective of this lesson is to understand how to apply reinforcement principles to cyber 
security education so that we can reverse the forgetting curve in our organisation  
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Micro-learning reinforcement

Voice over

 

 

Within a security education programme, micro-learning interventions can be used to both re-
enforce education already provided and to develop skills further.  
 
In Module 1, lesson 3, we showed how we could apply experiential learning techniques to 
coach users to recognise different types of cyber threat by giving them the experience of 
interactively finding red flags in phishing emails.  This concept can be developed further by 
using the interactive experiences as a platform to regularly refresh your colleagues 
knowledge and threat recognition skills and to help them recognise new threats that have 
recently emerged.  
   
I  suggest that you develop a schedule of microlearning interventions so that users receive 
regular exposure to examples of the cyber threats they are most likely to encounter. The 
material used in these exercises should not be a repeat of the same tests that you use in 
your main education content – vary them and adjust the difficulty.  Remember that the 
forgetting curve kicks in quickly, so consider the frequency of delivery.  Ensure that they are 
frequent enough to be effective but not too frequent that they become a nuisance to your 
colleagues.  I would suggest a monthly frequency – based on examples that you have 
developed in-house, augmented by ad hoc interventions when new threats or techniques 
come to your notice. This way your micro-learning initiative becomes responsive to current 
threat intelligence – in this way you are training your colleagues to deal with relevant threats – 
and also sends out an important message that you are looking out for them and are actively 
helping them to recognise threats as they emerge. 
 
if you have the capability to capture the results of these microlearning exercises, the threat  
intelligence led approach has the capability to generate highly relevant metrics, which I will 
expand on further in the next lesson in this module. 
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the forgetting curve becoming too steep.  
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Reinforcement process to reverse the forgetting 

curve

 

 

This reinforcement approach involves a few building blocks that operate together, so it may 
be helpful to run through a conceptual example to see how it comes together. The next few 
slides will show the key stages in the development of a reinforcement programme designed 
to build and maintain threat recognition capability throughout an organisation. Our aim here is 
to make the learning curve resilient so that cyber threat recognition skills grow rather than 
deteriorating 
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Step 1: Creating Content

Varied & challenging

Can be developed with PowerPoint

Threat intelligence led

 

 

We’re familiar with the concept that content is king and you can’t start a microlearning 
process without content.  Remember that your content needs to be varied and challenging 
and that you will need build a library of them so you have a stock of them to feed your 
microlearning initiative 
 
Did you take the opportunity to test drive the phishing test example that we showed in lesson 
3 of module 1.  This example was built with PowerPoint using triggers and animation 
sequences, so you’ll need to develop a few examples like these for yourself, making them as 
specific as you can to your organisation. 
 
New examples should regularly be developed based on your current threat intelligence in this 
area to ensure that your training and education efforts are focussed on current threats 
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Step 2: Adapt to the audience

Tailor content 

A great PR exercise

 

 

When you create your content – it’s worth considering whether there will be different 
audiences in your organisation that may have specific needs. If so, you could think about 
tailoring your content to different groups in your organisation.  For instance – would 
procurement have slightly different needs to sales and marketing. Maybe you could start to 
tailor content for these specific audiences.  Remember this gives you a great excuse to get 
out into the organisation to discuss specific needs with particular groups – making this a great 
PR exercise for infosec – sending out the message that you are tailoring security education 
for the specific risks and threats faced by particular activities in your organisation. 
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Step 3: Create a schedule

Deliver 

formal 

training

1st

generic 

phishing 

test

Function 

specific 

social 

engineering 

test 

2nd 

generic 

phishing 

test

3rd 

generic 

phishing 

test

Function 

specific 

social 

engineering 

test 

Jan Feb March April May June

 

 

Next decide on a schedule which starts with your usual training approach, bolstered by the 
schedule of your micro-learning interventions.  Remember, vary them, tailoring them to 
specific organisational functions where relevant 
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Step 3: Delivery

 

 

Delivery is the next stage of the process, pushing out your micro-learning sessions to your 
collegues using whatever tools and distribution approach best meets your needs and the 
resources you have available to you 
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Threat 

Recognition

Step 4: Measure

 

 

And the final stage is, of course, measure the results of your micro learning.  Remember that 
our objective is improve the threat recognition capabilities of our organisation so we want to 
move beyond generating statistics that merely relate to who participated in the exercise and 
who didn’t. I will be covering the measurement issue – and providing some options – in the 
next lesson 
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Ambient reinforcement

 

 

What you are seeing above is an example of ambient advertising, which is based on the 
concept of an encounter with something familiar but where it is slightly out of normal context 
or proportions.  The element of surprise prompts a mental “double take” which makes us 
think about the subject rather than subliminally ignoring it.  Look at the example above, a 
familiar object, a familiar brand, but the context of it is unfamiliar – particularly the size. 
Mentally, it pulls us up short and makes us spend a little more time processing what we see.  
I have deliberately used this example because it shows the use of ambient influencers by a 
major brand.  Ambient advertising is a major part of the portfolio of persuasion tools used by 
the advertising industry and they use it because they know it works.   
 
These concepts can be used in information security education too.   
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Ambient reinforcement in the physical 

environment
Objective: sustain “mindshare”, by introducing a familiar subject in an unfamiliar context.  The 

“double-take” takes slightly longer to process and helps with recall

 

 

Here’s a few examples of using ambient reinforcers for your security education programme to 
give your colleagues memory a nudge. You can use mouse mats, tee shirts (worn by your 
infosec colleagues perhaps) or seat cushions in touch down areas to give your colleagues 
the occasional nudge to help them recall the essence of cyber security education. Your only 
real limitation is your creativity – there are literally hundreds of ways to introduce a familiar 
message on an unfamiliar medium in your workplace.  Just apply the concept to what you 
think will work in your organisation – some people just aren’t comfortable wearing tee shirts 
with slogans, for example.  Also don’t overdo it – what’s fresh today eventually becomes dull, 
give yourself a few options and use them once in while. 
 
Note that the logo and strapline (which we covered in module 1) are carried through,, creating 
a consistent touchstone for the programme 
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Ambient repeaters in the virtual environment

 

 

If there’s one sure-fire way to ensure the vast majority of your colleagues see an ambient 
reinforcee – it’s by introducing it into their virtual environment, by adapting the desktop 
wallpaper to carry your message at prescribed intervals..  You may need a little help from 
your IT colleagues to roll this out, but this is one of the most effective ways to ensure a 
message is seen throughout you organisation.  It costs nothing except a few moments to 
modify the standard desktop background and most corporate IT departments have the 
capability to automatically update all devices to use a different wallpaper for the desktop 
background. Again make sure you vary this – otherwise it become stale.  Dropping the 
message for a few weeks and then repeating it with a new back ground can freshen 
everything up.   
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Frictionless Compliance

● Cyber Security Hotline

 

 

Another way of using ambient reinforcement is to embed the repeaters in a relevant 
application – such as putting a suspicious email reporting button in the Outlook ribbon. This 
approach has a number of uses: 
 
First it makes things easy for everyone,  users don’t have to memorise the correct email to 
use if they do recognise something suspicious in their inbox  There’s also a positive message 
for the user in this because it looks like you are trying to support them as part of the cyber 
security education programme; 
 
Second it’s a constant reminder to the user. And it’s positioned above and to the right of the 
preview pane– coming into vision as the user reads or scans through each email. 
 
By the way, although many vendors of simulated phishing tests offer a “free” reporting button 
as part of their offering.  It’s worth mentioning at this stage that you can buy just the code for 
the button and insert your own email address.  Several organisations supply these as an 
active x add-in for reasonable prices.  Just try searching for “outlook add-ins” and you’ll soon 
have  few organisations to choose from.   As with the previous example you’ll need some 
help from your IT department to assist with deployment – but it’s well worth the effort to have 
that constant reminder embedded into what is probably the most commonly used application 
in the majority of  organisations. 
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Post assessment question ?
What’s the best frequency for a schedule of micro-

learning interventions

Monthly & “as required” for threat intelligence led 

schemes 
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Summary

 

 

In this session we concentrated on techniques that can overcome the forgetting curve within 
your information security education programme.  We looked at micro learning interventions 
which were based on the experiential learning & coaching techniques that we introduced in 
module 1.  We showed how these can be delivered as short lessons based on current threat 
intelligence so that we can keep our colleagues aware of current and emerging threats 
 
We also looked using ambient influencing techniques that can be used as touchstones to keep 
key messages fresh in the minds of our colleagues.   
 
We are now moving on to lesson 3 of this module which will look at how we can extract metrics 
from our security education programme so that we can go beyond statistics that merely 
measure participation in courses and exercises and take us to the stage where we can draw 
conclusions on our organisations intrinsic threat recognition capability.  
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Module 2

Lesson 3 :Measure what 

matters
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Pre-assessment Question

 

 

How do we know when are winning? 
 
When we first started this course, I said that the overall objective of any security education 
programme should be focussed on one thing – building the threat recognition capabilities of our 
colleagues throughout the organisation.  So how do we know when we are winning at this? 
 
You probably thought, it’s about being able to measure whether we are travelling in the right 
direction in order to meet our objective.  That’s the subject of this lesson – designing and 
capturing metrics that provide assurance that our security education programme is delivering on 
the objectives we set for it.  This is more than just capturing attendance statistics it’s metrics 
that create “actionable intelligence”. Metrics that create actionable intelligence enable us to 
make informed decisions about our organization’s training programs based on measurable 
outcomes related to the behaviours that are being adopted and the skills and know-how that is 
demonstrably present in our organisation 
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Measure what matters

 

 

Gathering meaningful metrics from our security education programme requires more than 
measuring the level of participation in scheduled security education sessions or how many 
colleagues clicked on a fake phishing email.  There are so many ways in which metrics like 
these can be misleading. For example: 
 
- Measuring employee participation in security education sessions just gives an indication 

who turned up and who did not. It provides no indication of whether they really learned 
anything, much less whether or not they can apply that learning on a day to today basis 

 
- Phishing tests can be compromised on several levels:  using the number of users who 

clicked on a fake email  vs. number of emails sent is a highly misleading First, the email 
may have been ignored by the majority of the people in the organisation for any number 
of reasons.and if the one person who did click a phoney email then  alerted  dozens of 
their colleagues that  “infosec are at it again”?  

 
- Users often don’t learn much from phishing tests – think about what happens to 

someone who does click through on a link in one of these phoney emails. First they hit a 
landing page that tells them they have been caught by a fake phishing email, often they 
have to then click on a link to enrol in further training (which is often a repeat of the 
training they received some time ago.  What have they learned? Not Much.  In my 
experience the initial landing page contains no information about where the red flags 
were in the email and then the user is further directed away to enrol in remedial training. 
The experience has taught them very little 

 
When we design metrics for a programme, any programme, we need to make sure that 
metrics we gather are representative of the objectives we are aiming for, so we need to be 
sure that the metrics we capture  are not ambiguous.  In this context of information security 
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education we need to ensure that that our metrics are giving an unambiguous picture of two 
things: 
 
- Our colleagues behaviour (by capturing metics that capture the actions they take and; 
- Their threat recognition capability (by measuring what they really know) 
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Measuring behaviour

 

 

Measuring actions taken on a day to day basis gives a powerful insight to the way in which 
your colleagues behave. Remember one of our key aims for security education is to 
encourage safe behaviours among our colleagues.  Measuring things like reports of potential 
phishing emails and attempts at social engineering give real insight into what people are 
actually doing. It shows two things: 
- Firstly it shows that they can actually recognise a threat when it manifests itself 
- Second it shows that they have selected the right response when they recognised the 

threat 
 
This is one way in which you can obtain meaningful metrics from a simulated phishing attack 
tool. Rather than focussing on the users who click on the fake email why not measure the 
number of reports you get from this exercise?  This a more meaningful measure because it 
shows your colleagues can recognise the threat and know what to do when the see it. 
 
When combined with the micro-learning schedule which are designed to reinforce threat 
recognition capabilities,  you have a powerful set of metrics. The experiential learning 
approach provides an environment to hone your colleagues threat recognition skills and keep 
them appraised of current threats  and by using your simulated phishing attack tool you have 
the basis to measure that your colleagues are likely to take the correct action when they do 
encounter a threat. 
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Measuring capability

 

 

In this topic I want to discuss how we can get metrics that measure the threat recognition 
capability of our colleagues so that we assess our overall vulnerability to cyber threats where 
end-users are the chosen attack vector.  Metrics like this give us an organisational 
vulnerability assessment to specific threats – moving us way beyond statistics based on 
training course attendance and taking us towards actionable intelligence.   
 
 
In lesson 2 of this module we looked at the concept of reinforcement – small interventions 
that reinforce the knowledge and principles covered in the main security education content.  
We can capture the metrics we need from these micro learning reinforcers, drawing 
actionable intelligence about the capabilities of our colleagues and our organisation as whole. 
We can also adapt our use of simulated phishing attack platforms to generate complementary 
metrics 
 
. 
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A dashboard for threat recognition capability

Results from Micro-Learning Exercises Results From Phishing Test

 

 

Let’s now take a walkthrough of this topic on metrics, first using a quick reprise of our micro-
learning exercises to show our journey from providing an experiential learning exercise to 
meaningful metrics. Here we are sending out an email to our colleagues with a link to an 
exercise that we have created or may be based on some new threat intelligence that we have 
acquired. 
 
When the user receives the email they participate in the short learning exercise, in this case 
shown,  identifying red flags in the simulated email. 
 
At the back-end we capture the overall results of the exercise.  As you can see we have 
captured the results of our colleagues interaction with the exercise and we have a view of 
who recognised the red flags with their own skill and who needed some help in this area. By 
capturing these metrics we can generate an accurate picture of our colleagues capability to 
recognise cyber threats. 
 
Let’s turn now to a rather different use for a simulated phishing attack platform.  So instead of 
focussing on those colleagues who clicked on a link in one of these emails – why not 
measure who did the RIGHT thing.  So, we construct and distribute a fake phishing email in 
the normal way, but what we are concerning ourselves with is how many of our colleagues 
recognise the email as spurious and then use the phishing reporting button.  The metrics we 
gain from this are again, highly relevant to our objective of measuring the intrinsic threat 
recognition capability within our organisation. The metrics that we gather from this approach 
tell us how many of our colleagues recognise the threat when they see it AND adopt the 
correct response. 
 
To capture these metrics you’ll need to adopt a few improvisations 
For the experiential learning exercises you may be able to use your internal Learning 
Management System  to develop the training material and capture individual results.  If you 
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are limited to PowerPoint you can put a link in both the exercise page and the coaching page 
that will take the user to a corresponding confirmation (on your intranet, for instance) so that 
you can generate your statistics from here. Alternatively you can use MailTo links on the 
Powerpoint slide so that users can generate confirmatory emails to designated email inboxes 
from either the exercise or the coaching page, analysing the email messages accordingly. 
 
Likewise, for the phishing attack simulation you can monitor the change in incoming emails to 
measure your colleagues responses. 
 
 
. 
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Post assessment question

Threat recognition and response
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In this lesson we have covered the metrics we need generate so that we can obtain assurance 

that our colleagues are capable of recognising and responding correctly to cyber threats when 

they encounter them. 

 

We looked at leveraging our experiential learning approach to maintain users skills and 

knowledge and to help them recognise emerging threats. 

 

In the next video we are going to look at some practical steps that you can take to embed 

security conciousness in the culture of your organisation 
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Lesson 4: Creating a security 

conscious culture
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Pre-assessment Question

1. What makes us change behaviour

1.Consequences

2.Recognition

3.The way we are treated

4.The norms within our environment

 

 

If I asked you what you think were the main things that make us adopt new behaviours you 
would probably have been thinking along the lines of consequences (which could be good or 
bad), recognition for conformance, the way we are treated and the norms that are accepted in 
the environment we find ourselves in. These are thbasic components that create a culture and 
shape our behaviour.  
 
If this sounds a little “touchy feely” for a hard nosed infosec professional like you  – don’t worry, 
this lesson is not about making  infosec people into  into a “fluffy bunny”,  this lesson is really 
focussed on some straightforward, and practical steps you can take to win the support of 
colleagues. 
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Positive Influencing

● Catch them doing something RIGHT

● Recognising & rewarding required behaviours

● Create a catalyst for continued momentum

 

 

It has been said that “culture is what happens when no-one is looking” – I prefer to think about it 
as the things we do without really thinking about it such as queuing, or holding a door open for 
someone following us – something that results in an automatic, almost subliminal response. We 
do this subconsciously – we don’t need to refer to a training guide on “what to do when you are 
going through a door” – the behaviour has been learned and is just part of our normal 
behaviour.  Culture is generally accepted behaviours and standards.   
One way that is virtually guaranteed to fail is to tell people they need to change their behaviour 
because YOU want them to – even when you have the weight of “policies” and common sense 
behind you, it’s difficult to get people to do things differently unless there are positive 
consequences . The challenge for the cyber security specialist is that to take the organisation 
with you, to get your colleagues to be proactive members of your overall cyber security strategy, 
we need to change some aspects of their behaviour and to do that you need to able to influence 
their behaviour in some way. I can almost feel the trepidation here, where you may thinking we 
are IT security specialists, not workplace psychologists we neither have the skills or resources 
to get attention when the audience is so large and diverse, let alone get them to change their 
behaviour..   
 
Well, you may be more powerful than you think, many of the tools the focus in this session will 
be on some tools techniques that you can deploy (at little or no cost) apply positive influencing 
techniques within your organisation 
 

There are three aspects to positive influencing that can be applied to cyber security 
programme.  
 
First the principle of “Catch them doing something right” – basically this means saying 
thankyou when users do the right thing.  Think about it most risk management metrics are 
focussed on capturing metrics related to exceptions – the things that went wrong or were not 
done correctly.  What about capturing the things that were done RIGHT? 
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A further important part of achieving behaviour change is related to consequences for 
compliance – in other words we undergo a positiev experience for acting in a way we are 
being encourages to do.  This does not have to be huge financial rewards – it can be “thank 
you” or (even better) some other kind of public recognition (I’m using the term public to mean 
within your organisation – no need to hire a PR consultant!!) 
 
Finally helping the organisation to adopt change by creating change.  Much of what we have 
discussed in this module needs to be managed to ensure that these initiatives maintain 
traction in your organisation they need focus and ownership, so you’ll need to think about 
how all of the things that we have discussed in this module come together and work as 
ongoing process. In most organisations this will require allocating some dedicated resources 
– a human resource – to drive this process forward, adapt it to changing circumstances as 
well as providing upward and down ward feedback on results and performance.  Job titles are 
irrelevant, of course, but you might want to label this resource “security education lead” 
whose overall role is to champion the delivery and development of your security education 
programme  throughout the organisation 
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IT security

Suspicious email report

Thankyou for your recent report. We are currently looking into this and we’ll let you the outcome.  

Many thanks for you vigilance – we appreciate your help

The IT Security Team

Catch them doing something right

 

 

OK what this means is that those people who doing the right things in your organisation know 
that YOU KNOW they are doing things right.  Often the majority of people nothing for doing 
the right thing – effectively they get the silent treatment for doing the right thing. Let’s think 
about this in the context of a clear desk policy: When a clear desk audit is performed in most 
organisation the people in the organisation who DON’T have a clear desk will get some kind 
of “ticking off” note or email from whoever has performed the audit.  How about this as an 
approach: what about leaving a “thankyou” card left on the desk of the people who DO HAVE 
a clear desk and nothing for those who don’t.  This achieves two aims – firstly it says thank 
you to the people who are complying but also gives a subtle message to those who didn't 
have a clear desk 
 
Just a small dose of the silent treatment can make people feel marginalised and separated 
from their peers – this runs against our nature as humans, we want to belong.  So this 
approach gives you two positives – making the majority feel that their observance of rules is 
appreciated while those who don’t receive a more subtle and effective means of 
encouragement to comply. 
 
How much does this cost virtually nothing – just the cost of printing a few cards. 
 
A further opportunity to say thankyou occurs  when a suspicious email is reported.  Too often, 
these reports and actions, disappear into  a black hole  - and no feedback is received by the 
person who took the intuitive to make a report. Here’s a few tips that you can use to show 
your colleagues that you have caught them doing something right – and appreciate their effort 
 
Firstly, if you have a suspicious email reporting button built into your outlook ribbon – why not 
create some rules on the inbox associated with the reporting button that automatically 
generates an “thankyou response  sending a thankyou note, shows your colleagues that you 
have recognised that they have done the right thing 

mailto:steve.dance@riskcentric.co.uk
http://www.riskcentric.co.uk/


Making it Stick Module 2 Transcript 

 
steve.dance@riskcentric.co.uk  

www.riskcentric.co.uk  

 
Secondly – provide feedback.  When you have investigated the report, let the person who 
created the report know the outcome. It will make them feel that they and their efforts have 
been appreciated. 
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Recognising & rewarding desired behaviours 

 

 

Giving individuals recognition for their actions is a great way to influence behaviour by giving 
praise to those who have done the right thing.  For example, let’s say a colleague has 
referred a suspicious email to you and it turns out that it contained a zero-day exploit.  
Obviously you need to address this asap, warning the organisation and maybe tweaking the 
controls on your email gateway.  But when this has been done – how about a bit of praise for 
the person who first spotted it?   
 
There is enormous influencing mileage in making an internal media “splash” when a 
colleague spots a real threat and facilitates the efforts of infosec. Why?  because it shows to 
the whole organisation that some colleagues are really walking the talk – and getting 
recognition for doing so.  Showing that doing the right thing has positive consequences is a 
major factor in influencing others to do the right thing. 
 
Also, do you remember the ambient influencers we discussed in earlier lessons. This is also 
an ambient influencer it’s an unexpected and out-of-the-blue message, received in a familiar 
communications context and centres around someone who will be familiar to a number of 
people in the organisation. 
 
So when this happens use the mass communication tools (intranet, email, social media) 
within your organisation to publicly praise the individual who spotted the threat for taking the 
right action at the right time.   
 
Again, this costs nothing using facilities you already have available to you. 
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Security Education Lead: a catalyst for continued 

momentum

Security Education Lead – high level responsibilities

Sets the content and delivery strategy for security education

Engages with the wider organisation to develop education 

materials for general and specific needs

Maintains the repository of micro-learning exercises

Promotes colleague recognition

Gathers threat intelligence gathering and dissemination

Collates & interprets threat capability metrics

 

 

As I mentioned at the beginning of this lesson – give some thought about how you will 
organise around the concepts discussed in this module.  All of the initiatives mentioned 
require that time and focus is dedicated to maintaining the threat recognition capabilities of 
your organisation as whole.  This is not a one-off project nor a periodic intervention -  it’s a 
process of continuous development. So, consider establishing a role of security education 
lead to create the infrastructure and process for delivering security education content and 
ensure the continued traction of your cyber security education and threat recognition 
programme. I have outlined some high level responsibilities above 
 
 
This organisation role  is a significant step in creating and maintaining the security culture of 
the organisation. It creates a physical embodiment of the commitment to security education 
and a strong indicator that the organisation is positively supporting it’s people to acquire the 
necessary skills . 
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That concludes the final session this course “Making it Stick”. In this final lesson we’ve looked 
at ways in which we can encourage our colleagues to acquire and adopt the skills we need 
them to have to keep themselves and the organisation secure. We’ve looked at the concept of 
catching them doing something right and sending the message that doing the right things is 
noticed, appreciated and will result in colleagues receiving recognition when they do so.  Our 
final topic was focussed on establishing an organisation function and structure to maintain 
traction for the security education programme and adapt it to changing circumstances. 
 
Thanks for watching & listening.  There’s one more short session after this in which I’ll point you 
to some additional resources (some of which have already been mentioned) and give you some 
further information on my contact details. Please feel free to get in touch if you have any 
questions or just want to bounce an idea of someone. 
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